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Barbara J. Ryan

Need Mechanism to Support 
Public Health & Individual Privacy

T
he May issue of Policy Watch continues to highlight 
selected actions that governments around the world 
are taking in response to the COVID-19 pandemic. 
However, there are a few other developments that 
deserve attention. Among these are: Australia’s 

creation of an advisory mechanism on an issue of particular 
interest to WGIC members – the ethical use of Artificial Intel-
ligence (AI), with support being provided to both public and 
private organizations on the design and development of frame-

works and toolkits, as well as education and training on the ethical use of AI.   

Then there is Armenia’s efforts to grow its space sector, focusing on international 
cooperation and multilateral agreements for constellations of Earth Observa-
tion satellites; China’s decision to update its national platform for geospatial 
information services, as well as details of the country’s new National Blockchain 
Committee with representatives from government, industry (Baidu, Huawei, 
JD.Com, Tencent and WeChat), and the National Bank of China. The Chinese 
government has cited Blockchain as the “critical next-generation IT infrastructure 
to build future Smart Cities”.

In the U.S., “The Space Threat Assessment” Report, a comprehensive listing of how 
space services can be compromised or degraded, and the countries from which these 
threats are most likely, has been released. A proposal has also been made by the 
Federal Communications Commission (FCC) for reducing space debris, including 
requirements for satellite operators for enhanced tracking procedures and insurance 
against any damage to the space environment, or any other satellites. 

As we saw last month, there is a wide range of country-level responses to the protec-
tion of personal privacy during this global health crisis. In the European Union, the 
EU watchdog for data privacy, has called for a pan-European application that tracks 
the disease, while protecting individual privacy, and two Swiss Universities (EPFL and 
ETH) are partnering with other European colleagues to develop digital technologies 
for contact tracing. In Germany there is a move away from a centralized approach to 
contact testing to a more decentralized methodology, citing that the selected applica-
tion should be voluntary, meet data protection standards, and guarantee a high-level 
of IT Security. Similarly, the Israeli Supreme Court has ruled that legislation must first 
be passed that requires personal consent if the government wants to use mobile 
phone data for tracking the virus. In the U.S., Apple and Google have joined forces to 
use short-range Bluetooth to enable contact testing using mobile phone data, and in 
Washington State, legislation was recently passed that articulates guidelines for facial 
recognition applications.

In most of these instances, it is clear that protecting public health and protecting 
personal privacy are being weighed, and are also likely being viewed as two opposing 
and contradictory forces.  As more and more applications are developed, and more 
and more experience is gained with balancing these two forces, I imagine we will 
come to view them as different, yet complementary. The geospatial industry will have 
a key role to play in helping ensure this complementarity occurs.

F O R E W O R D

https://wgicouncil.org/
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On March 26th of this year, Armenian President Armen Sarkissian signed a suite 
of legislation on space activities. The law pertains to the evolution of regulations 
related to the commercial and State space activity, and will play an important role 
in the expansion of the space sector in the country. 

The development clears the way for the establishment of a national-level orga-
nization to coordinate and monitor space activities in Armenia. The new legis-
lation complements the Armenian tax code, state duty law, licensing law, and 
the law on government structure to enable a comprehensive expansion of the 
space ecosystem.  

The Armenian President is particularly eager to boost international cooperation 
in the country’s STEM (Science, Technology, Engineering and Mathematics) 
portfolio and economic development program known as Advanced Tomorrow 
(ATOM). The landlocked country in the Southern Caucasus has long shown 
interest in acquiring its own constellation of Earth Observation satellites. As a 
Member State of the Eurasian Economic Union (EEAU), Armenia is engaged in 
collaborative projects to build a multinational Earth Observation constellation.

SPACE ACTIVITY LAW GETS 
PRESIDENT’S APPROVAL

S P A C E

HAKOB ARSHAKYAN
Minister of High-Tech Industry

We plan to include space activities in the list of activities subject 
to licensing and provide these companies with tax privileges 
until 2030. This will boost Armenia’s space infrastructure and 
further enable development of other sectors

https://www.faa.gov/uas/resources/law_enforcement/media/FAA_UAS-PO_LEA_Guidance.pdf
http://www.wgic.com
http://www.wgic.com
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U.S. space assets are vulnerable to a range of threats like kinetic, non-kinetic, 
electronic and cyber threats. The threats can be from nation states as well 
as non-state actors. The 2020 Space Threat Assessment report, released 
on March 30th, is a comprehensive catalog that lists the number of ways in 
which crucial space services can be compromised or degraded. This report 
focuses on five specific countries that are either avidly pursuing counter-
space capabilities or present the greatest risk to U.S. National Security. These 
nations include China, India, Iran, North Korea and Russia.

It also analyzes the counterspace capabilities of a few other countries, 
including some allies and partners of the United States, and some non-state 
actors. This report is not an exhaustive assessment of all known threats to 
U.S. space systems, because much of the information on what other countries 
are doing to advance their counterspace systems is not publicly available.
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S P A C E REPORT LISTS THREATS 
TO SPACE ASSETS

Why threat assessments?

Identify potential 
dangers

1

3

2

4
Weigh potential 

impact

Evaluate credibility 
of dangers

Estimate the probability 
of threat turning  
into an incident

http://www.wgic.com
http://www.wgic.com
https://csisprod.s3.amazonaws.com/s3fspublic/publication/200330_SpaceThreatAssessment20_WEB_FINAL1.pdf?6sNra8FsZ1LbdVj3xY867tUVu0RNHw9V
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The Federal Communications Commission (FCC) in the U.S. has developed 
a new draft proposal for reducing space debris and preventing the collision 
of satellites. As per the new draft, which was issued in the first week of April, 
satellite operators are required to specify in their license applications how they 
would ensure that the DOD’s (Department of Defense) 18th Space Control 
Squadron is able to track their satellites. From Vandenberg Air Force Base, the 
squadron operates the U.S. military Space Surveillance Network (SSN) that 
tracks satellites and spacecraft.

The draft follows a November 2018 announcement by the Commission to 
revamp debris mitigation requirements. The Interagency Group on Space 
Debris, created as per President Donald Trump’s Space Policy Directive-3, led by 
NASA, finished its work on the new Orbital Debris Mitigation Standard Prac-
tices (ODMSP) in December, with the approval of its recommendations by the 
National Space Council. 

The new provisions require companies to be responsible for insuring satellites 
against any possible damage to the space environment or any other space-
craft. There is also a requirement that license seekers ought to compensate 
the government against claims under international jurisdiction for on-orbit 
damages and other liabilities.

FCC DRAFT RULE TO  
REDUCE SPACE DEBRIS

S P A C E
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Key Requirements
Satellites must be equipped with 
maneuverability sufficient to take 

collision avoidance maneuvers 
during any period when they are 
in an orbit that is above the ISS 
(approximately 400 kilometers 

altitude)

Codify informational requirements 
for geostationary-orbit satellite 
license extensions and limit the 

duration of such extensions to five 
years

Adopt new disclosure 
requirements related to limiting 

collision risk, protecting 
inhabitable spacecraft, 

maneuverability

Clarify existing high-level 
Commission requirements 

regarding maintaining control 
of authorized stations, 

including for satellite command 
communications

Adopt disclosure requirements 
regarding satellite trackability, 

satellite identification, and 
how operators plan to share 
information related to space 

situational awareness

Clarify liability issues by adopting 
a requirement that licensees 

indemnify the United States for 
costs associated with any claims 
brought under international outer 

space treaties

http://www.wgic.com
http://www.wgic.com
https://docs.fcc.gov/public/attachments/DOC-363486A1.pdf
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On March 31st this year, Washington Governor Jay Inslee signed the Facial 
Recognition legislation that was passed on March 12th. The legislation is 
unprecedented, as this is the first time that any government has passed guide-
lines for facial recognition. The law will come into effect next year, and has safe-
guards to ensure testing, transparency and accountability for facial recognition. 
It will empower state and local authorities to use facial recognition for tracking 
missing persons and increase public safety. 

The law also establishes an accountability model for widespread adoption of facial 
recognition. Agencies that use facial recognition must establish “a clear use and 
data management policy” (including detailed protocols that control how the tech-
nology will be deployed), data integrity and retention policies, and strong cyber-
security measures. They must also provide the public with information about the 
facial recognition service’s “potential impacts to privacy” and the service’s “rate of 
false matches, potential impacts on protected subpopulations, and how the agency 
will address error rates, determined independently, greater than 1%.”

GOVERNOR SIGNS LANDMARK 
FACIAL RECOGNITION LAW

Persistent tracking means the use of a 
facial recognition service by a state or local 
government agency to track the movements 
of an individual on a persistent basis without 
identification or verification

The facial template that permits the tracking 
is maintained for more than 48 hours after 
first enrolling that template

Data created by the facial recognition 
service is linked to any other data so that the 
individual who has been tracked is identified 
or identifiable

PERSISTENT FOLLOWING; 
PERSISTENT TRACKING 

http://www.wgic.com
http://www.wgic.com
http://lawfilesext.leg.wa.gov/biennium/2019-20/Pdf/Bills/Senate%20Passed%20Legislature/6280-S.PL.pdf?q=20200331083729
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Australia’s first Artificial Intelligence (AI) Advisory has opened in Sydney, New 
South Wales. Launched in the last week of April, the Advisory intends to support 
public and private enterprises to develop ethical approaches to AI design and 
deployment. It is led by entrepreneur Dr. Catriona Wallace, and will provide 
services to company boards and CXOs on the design and development of frame-
works and toolkits for ethical AI. The advisory will also offer education, coaching 
and mentoring services to a team, or an individual. The Advisory notes that there 
are guidelines that need to be followed for ethical AI deployment and organiza-
tions could face significant risks from ‘biased’ AI data or algorithms.

Deploy AI ethics and human rights tool kits

Develop awareness around data gaps 
with regard to diversity and inclusion

Increase AI awareness and 
knowledge in leadership teams

FIRST EVER ETHICAL AI 
ADVISORY IS NOW OPEN

Au
st

ra
lia

DR CATRIONA WALLACE
Founder & CEO, Ethical AI Advisory

The rise in use of AI will bring some exceptional benefits, such 
as improved analytical capabilities, increased productivity, 
reduced cost and even increased customer experience. 
However, AI could also potentially do harm if not designed and 
deployed ethically

Incorporate AI ethics and human rights 
frameworks into strategy and operations

FO
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http://www.wgic.com
http://www.wgic.com
https://www.mcit.gov.sa/sites/default/files/ksa_cloud_first_policy_en.pdf
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B L O C K C H A I N

The Chinese government released the details of the new members of its National 
Blockchain Committee on April 15th. The Committee would play a leading role in 
shaping and influencing Blockchain-related policy developments in the country. 
The Committee is comprised of 71 members, including industry executives and 
representatives from the People’s Bank of China and other organizations with 
interest in Blockchain technology. The Committee will offer advisories and set 
industry standards and regulations. 

The National Blockchain and Distributed Accounting Technology Standardiza-
tion Technical Committee involves researchers and experts from the Ministry 
of Industry and Information Technology, local governments, state think tanks, 
universities, supercomputing centers and hi-tech companies. E-commerce giant 
JD.com, telecommunications equipment maker Huawei, search firm Baidu, and 
Tencent, the owner of the popular messaging app WeChat, are all part of the 
Committee.

CH
INA

BLOCKCHAIN PANEL HAS 
TECH GIANTS AS MEMBERS

PROFESSOR MICHAEL SUNG
Founder and Chairman, CarbonBlue Innovations

The Chinese central government sees Blockchain as the critical 
next-generation IT infrastructure to build future smart cities, 
connecting cryptographically secure databases linked by 5G to 
scalable cloud and data management infrastructure such that 
big data/AI analytics can efficiently run on top

http://www.wgic.com
http://www.wgic.com
http://www.miit.gov.cn/newweb/n1146295/n7281310/c7861668/content.html


10 / 

Ch
ina

China’s Ministry of Natural Resources has updated its National Platform for 
Common Geospatial Information Services. 

The upgraded edition of the platform includes 10 million square kilometers of 
two-meter-resolution remote sensing images and 5.37 million square kilometers 
of remote sensing images higher than one-meter-resolution.

In addition to that, a total of 5.17 million items of surveying and mapping 
geographic information resources catalogs have been launched, with 819,000 
items updated. The application program interface of three-dimensional terrain 
has also added to the platform.

D A T A PLATFORM FOR GEOSPATIAL 
SERVICES GETS UPDATE

About Platform

UTILITY: 
Natural resources, ecological 
environment, public security, 
scientific research, education, 
transportation, agriculture, civil 
affairs and water conservancy.

USERS: 

90,000+
OPERATION SYSTEMS:

50,000

http://www.wgic.com
http://www.wgic.com
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C O N T A C T  T R A C I N G

Israel’s Supreme Court has ruled that the government must develop legislation if 
it wants to go ahead with extensive mobile phone tracking to contain the spread 
of the Novel Coronavirus. In March of this year, Israeli PM Benjamin Netanyahu 
sanctioned emergency measures to use the counter-terrorism Shin Bet internal 
security service for tracking people’s location data, in order to trace movements 
of those infected. The Supreme Court said that the government must pass legis-
lation for carrying on with tracing people’s movements. The Association for Civil 
Rights in Israel (ACRI) is among one of the groups which petitioned the Court 
citing privacy breach. In order to safeguard freedom of the press, the Court also 
said that monitoring journalists who have been infected with the virus can only be 
done with their consent.

Isr
ae

l

NEED LAW TO TRACK  
PEOPLE, SAYS COURT

ISRAELI SUPREME COURT

The state’s choice to use  
its preventative security 
service for monitoring 
those who wish it no 
harm, without their 

consent, raises great 
difficulties, and a suitable 

alternative, compatible 
with the principles of 

privacy, must be found

http://www.wgic.com
http://www.wgic.com
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C O N T A C T  T R A C I N G

The European Data Protection Supervisor (EDPS), which is the EU watchdog for 
data privacy, has called for the development of a single pan European application 
to track Coronavirus that will uphold individual privacy and be more convenient 
than the array of applications currently being used.

With the use of applications to track the virus, privacy concerns are again rising, 
and activists believe that some of the features would not be scaled back even 
after the crisis is over. EDPS stepped in to allay these suspicions and minimize 
the violation of data privacy by the development of a standardized app with 
strong privacy controls. The agency has said that using Bluetooth for contact 
tracing is safe and doesn’t breach privacy.

APPLICATION TO TRACK VIRUS 
ACROSS EUROPE PROPOSED

Eu
ro

pe
an

 u
nio

un

WOJCIECH WIEWIÓROWSKI
Europe’s Data Protection Supervisor

The EDPS is aware that a number of EU Member States have 
or are in the process of developing mobile applications that 
use different approaches to protect public health, involving 
the processing of personal data in different ways. The use of 
temporary broadcast identifiers and Bluetooth technology for 
contact tracing seems to be a useful path to achieve privacy and 
personal data protection effectively

http://www.wgic.com
http://www.wgic.com
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C O N T A C T  T R A C I N G

Google and Apple, the two rival Silicon Valley giants, have joined forces to enable 
the use of Bluetooth to help businesses and health agencies mitigate the influ-
ence of the Novel Coronavirus, while not compromising personal privacy.

The new system will use short-range Bluetooth to enable contact tracing through 
collection of phone data. The applications developed by the health authorities will 
be allowed access to this app data and users who install it will be able to report if 
they have tested positive for COVID-19. Like all other contact tracing apps, it will 
apprise other users if, and when, they come near an infected person.

The APIs will permit healthcare apps to use Bluetooth to track if the person has 
come in contact with someone who has been infected. Once the person has 
been notified, he/she can either self-quarantine or get tested. “Privacy, transpar-
ency, and consent are of utmost importance in this effort, and we look forward to 
building this functionality in consultation with interested stakeholders,” says the 
official joint announcement by both the companies.

GOOGLE-APPLE APP  
TO TRACK COVID-19
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TIM COOK
CEO, Apple

“We are working with 
Google to help health 
officials harness Bluetooth 
technology in a way that 
also respects transparency 
and consent

http://www.wgic.com
http://www.wgic.com
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C O N T A C T  T R A C I N G DECENTRALIZED APPROACH 
FOR TRACKING PANDEMIC

Germany has shunned its centralized contact tracing methodology in 
favor of decentralized contact tracing, which is being backed by Google 
and Apple. German Chancellery Minister Helge Braun and Health Minister 
Jens Spahn said that the country will now adopt a decentralized approach 
like most other nations, because the centralized method would have given 
control over data to the health authorities. 

Until until a few weeks ago, Germany was a strong proponent of Privacy 
Preserving Proximity Tracing (PEPP-PT), which has 100+ researchers from 
more than eight countries and is modeled on Singapore’s TraceTogether 
app. However, it later decided to change course over Apple’s refusal to 
change settings on its iPhone that would allow for centralized data aggrega-
tion by the health authorities.

JENS SPAHN
Health Minister

HELGE BRAUN 
German Chancellery Minister 

This app should be voluntary, meet data protection 
standards and guarantee a high level of IT security. The main 
epidemiological goal is to recognize and break chains of 
infection as soon as possible

http://www.wgic.com
http://www.wgic.com
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C O N T A C T  T R A C I N G

Researchers from EPFL (École Polytechnique Fédérale de Lausanne) and ETH 
Zurich have been developing technologies for digital contact tracing, together 
with a large number of European colleagues. The collaborative project, known as 
DP-3T (Decentralized Privacy-Preserving Proximity Tracing), involves researchers 
from KU Leuven, TU Delft, University College London, the Helmholtz Center 
for Information Security (CISPA), the University of Oxford, and the University 
of Torino, as well as Swiss software development experts Ubique and Pocket-
Campus. The full solution is still in developmental stage, but is available as an 
open-source protocol on GitHub.

DP-3T proposes a secure, decentralized, privacy-preserving proximity tracing 
system based on the Bluetooth low energy standard. Its goal is to simplify 
and accelerate the process of identifying people who have been in contact 
with someone infected with COVID-19. The system aims to minimize privacy 
and security risks for individuals and communities, and guarantee the highest 
level of data protection. 

In Switzerland, the DP-3T effort is being coordinated nationally as part of the 
National COVID-19 Science Task Force of the Swiss Federal Council.

Sw
itz

er
la

nd

CONTACT TRACING PROJECT 
PICKS UP MOMENTUM

JIM LARUS
Dean, EPFL’s School of Computer and 
Communication Sciences

The innovative efforts of the EPFL-ETH Zurich team, along 
with their collaborators, show that it is not necessary to trade 
off personal privacy to put in place an effective technological 
response to the COVID-19 crisis

http://www.wgic.com
http://www.wgic.com
https://github.com/DP-3T/documents/blob/master/DP3T%20White%20Paper.pdf


https://wgicouncil.org/
https://twitter.com/WGICouncil
https://www.linkedin.com/company/wgicouncil/
https://wgicouncil.org/

	Content
	3
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	4

	Button 105: 
	Button 10: 
	Button 106: 
	Page 2: 

	Button 107: 
	Page 2: 

	Button 102: 
	Page 2: 

	Button 108: 
	Page 3: 

	Button 109: 
	Page 3: 

	Button 103: 
	Page 3: 

	Button 44: 
	Page 3: 

	Button 97: 
	Page 3: 

	Button 98: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 

	Button 99: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 

	Button 100: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 

	Button 101: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 

	Button 8017: 
	Page 4: 

	Button 93: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 

	Button 8021: 
	Button 8022: 
	Button 8026: 
	Button 8020: 
	Button 8025: 
	Button 8027: 
	Button 45: 
	Button 46: 
	Button 47: 
	Button 48: 


