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Barbara J. Ryan

After a short break, we are pleased to, 
once again, present Policy Watch, the 
World Geospatial Industry Council (WGIC) 
newsletter that highlights policies, plans, 
programs and progress in the global 
geospatial ecosystem.  The March issue of 
Policy Watch describes activities in three 
geographic regions — North America 
(USA), Europe (including the UK) and Asia 
(Singapore and South Korea).  

Of particular interest to US companies 
is an effort by the US Department of 
Commerce to impose restrictions on the 
export of geospatial imagery software 
to countries, other than Canada.  The 
restrictions apply to software with 
a graphical user interface (GUI) — 
unfortunately, in this regard, that is the very feature that makes programs easier for non-technical users to 
operate.  In addition to increasing complexity of use, concerns regarding unintended consequences, largely 
on limiting economic growth and global leadership, have been raised. The comment period is open until 
March 6, 2020. 

As presented in earlier editions of Policy Watch, the interest in personal privacy protection continues 
to grow globally, with more jurisdictions adopting regulations and legislation for consumer protection. 
In this issue, the California Consumer Protection Act (CCPA) is highlighted.  You will see that the CCPA 
applies to firms operating in California, having annual revenues of at least $25 million, gathering data on 
at least 50,000 users and having more than 50% of revenue based on data.  As an example of a personal 
privacy protection initiative taken below, at the federal or national level, the CCPA was included in WGIC 
Policy Report 2020-01, Geospatial Information and Privacy:  Policy Perspectives and Imperatives for the 
Geospatial Industry, released earlier this month. You will recall this was the effort undertaken by the 
WGIC Policy Committee over this past year.

While Brexit has occurred, the yearlong transition will continue to present challenges, as well as 
opportunities. One challenge is the UK being barred from the Galileo (satellite navigation) project after 
investing considerable sums over the last 20 years.  The UK will, however, be eligible to participate in the 
Copernicus Space Component, and continue to bid for contracts tendered through the European Space 
Agency (ESA).  Elsewhere, the European Commission released plans to regulate Artificial Intelligence (AI) 
by drafting a legislation that is intended to ensure reliable applications and resource mobilization across 
the entire value chain, and also identify several prohibitions for AI (self-driving cars and selected medical 
devices).  

Lastly, in Asia, Singapore continues to advance its cybersecurity efforts by earmarking SG$1 billion to protect 
critical information and citizens’ data, and South Korea has decided to have drone registration for any device 
over 2kg. Clearly, like the Department of Commerce ruling for software export, the complexity of geospatial 
technologies, their pervasiveness, value and use, present challenges for their regulation — not only in the US, 
but globally.

Please join me in reading the March issue of Policy Watch. 
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US impoSeS reStrictionS on export of 
geoSpatial imagery Software
The United States administration has imposed restrictions on the export of AI-based 
geospatial imagery analytics software. As per the new rule, companies must apply for 
a license to export certain types of geospatial imagery software from the United States 
to any country other than Canada. The directive, which came into effect on January 
6, 2020, falls under a 2018 law called the Export Control Reform Act (ECRA). It covers 
software that could be used by sensors, drones and satellites to automate the process of 
identifying targets for both military and civilian ends. 

The measure is the first to be finalized by the US Department of Commerce under a 
law which required the agency to write rules to boost oversight of exports of sensitive 
technology for economic and security reasons. The restriction only applies to software 
with a graphical user interface — a feature that makes programs easier for non-
technical users to operate.

Geospatial imagery software here means a software that is specially designed 
for training a Deep Convolutional Neural Network to automate the analysis of 
geospatial imagery and point clouds, and having the following characterstics:

Trains a Deep 
Convolutional 
Neural Network 
to detect 
the object of 
interest from 
the positive 
and negative 
samples

Identifies objects 
in geospatial 
imagery using 
the trained Deep 
Convolutional 
Neural Network 
by matching the 
rotational pattern 
from the positive 
samples with the 
rotational pattern 
of objects in the 
geospatial imagery

1 Reduces pixel 
variation by 
performing scale, 
color and rotational 
normalization on the 
positive samples

Provides a graphical 
user interface 
that enables the 
user to identify 
objects (vehicles, 
houses, etc.) from 
within geospatial 
imagery and point 
clouds in order to 
extract positive and 
negative samples of 
an object of interest

AI SoftwAre 
export

https://bit.ly/2TodJlS


California enforCes Consumer privaCy aCt
The California Consumer Privacy Act (CCPA), which was cleared 
on June 28, 2018, came into effect on January 1, 2020. It is the most 
comprehensive US legislation so far on privacy, covering all aspects 
of data protection. As per the Act, a consumer has the right to request 
a business that collects personal information to disclose it. Also, the 
business has to intimate the customer about the purpose for which data 
is being collected.

CCPA applies to any firm that:

DAtA  
prIvAcy

Operates in 
California and 
has an annual 
revenue of at 

least $25 million

Gathers data 
of more than 
50,000 users

Has more than 
50% of its 

revenue based  
on data

1 2 3

CCPA gives Californians the right to sue 
enterprises if they fail to take effective 

measures to prevent data privacy 
violations. It ensures that compliance by 

companies comes under the Attorney 
General of the state.

https://bit.ly/2TodJlS


US NIST releaSeS New prIvacy framework   
for eThIcal USe of daTa 
On January 16, 2020, the National Institute of Standards and Technology (NIST), 
which is a non-regulatory agency of the US Department of Commerce, released the 
first draft of a new privacy framework. With the privacy issue continuing to spark 
debate and the call for ethical use of data growing louder, the proposed framework 
will help balance privacy with innovation and enable small businesses to develop 
privacy standards. 

NIST has also come up with a roadmap for advancing the privacy framework, 
which includes:

DAtA  
ethIcS

Privacy Risk 
Assessment

De-Identification 
Techniques &  

Re-identification  
Risks

Privacy  
Workforce

Mechanism to  
Provide 

Confidence

Inventory  
and Mapping

International and 
Regulatory Aspects

Emerging  
Technologies

Technical  
Standards

https://www.nist.gov/system/files/documents/2020/01/16/NIST%20Privacy%20Framework_V1.0.pdf


FAA recommends remote Id For drones
On December 26 2019, the US Federal Aviation Administration (FAA) released its 
proposal regarding remote identification rules for small unmanned aircraft (UAS) 
to ensure their safety. There are three methods that fulfill remote ID compliance: 
standard identification, limited identification and an ‘FAA-recognized identification’. 

Standard identification would either require a serial number assigned to the drone on 
production, or a ‘session identification number’ assigned by a remote ID unmanned 
service supplier (USS). In limited identification, operators could broadcast their 
location, but operations would be limited to 400 feet.

On the other hand, an FAA-recognized identification would permit users to fly 
without remote ID capabilities, though they would not be allowed to venture 
beyond the visual line of sight.

Drone 
StAnDArDS

https://s3.amazonaws.com/public-inspection.federalregister.gov/2019-28100.pdf


Brexit cloud over uK space industry
Brexit formally materialized on January 31, 2020, but for the yearlong transition 
period till December 31, UK will continue to follow EU’s rules and most arrangements 
will remain intact. The UK’s membership of the European Space Agency (ESA) is not 
affected by leaving the EU as it is not an EU organization. However, the seperation from 
EU could lead to uncertainty in the relationship between UK and ESA. 

The UK will be eligible to participate in the Copernicus Space Component (CSC4) 
of the Copernicus program. This will allow UK entities to continue to be able to bid 
for contracts tendered through ESA for CSC4, its predecessor the Global Monitoring 
for Environment and Security (GMES) program, or under others such as the Earth 
Observation Envelope Programme 5 (EOEP5) and Future EO-1. UK organizations can’t 
bid for future Copernicus contracts tendered through the EU, or through any other 
process using EU procurement rules.

The biggest setback perhaps is UK being barred from the Galileo project after investing 
£1.4 billion over a period of 20 years. This is because the Public Regulated Service 
(PRS) of Galileo is a secure and encrypted signal for defense and government purposes 
and is only accessible to EU Members. Further, British companies won’t be able to 
participate in contracts for developing and building PRS anymore, because the terms 
and conditions bar companies of non-EU countries. 

However, UK businesses and organizations will continue to use the freely available 
‘open’ Galileo signal to develop products and services for consumers, and will also 
continue using the open position, navigation and timing services provided by Galileo 
and EGNOS.

Also, UK will not be eligible to participate in the EU Space Surveillance and Tracking 
program from 1 January 2021. UK organizations can’t provide services to the EU Space 
Surveillance and Tracking, participate in the scientific and technical groups to develop 
the program, or receive grant to pay for UK involvement.

BrexIt  
effect

EU space programmes in which UK participates

The European satellite 
navigation programmes 
– Galileo and European 

Geostationary Navigation 
Overlay Service (EGNOS)

The Copernicus  
Earth Observation space 

programme

The EU Space 
Surveillance and 
Tracking (EUSST) 

programme

https://www.gov.uk/guidance/satellites-and-space-programmes-from-1-january-2021


EuropEan Commission proposEs Data aCt 2021
The European Commission has proposed the Data Act 2021 to increase data-sharing 
between governments and businesses for public interest and addressing issues 
pertaining to usage rights for co-generated data. 

The policy also aims at making EU a single market for data and empowering the society 
to make better data-oriented decisions. The policy document titled ‘European Strategy 
for Data’ says, “The EU can build on a strong legal framework – in terms of data 
protection, fundamental rights, safety and cybersecurity – and its internal market with 
competitive companies of all sizes and varied industrial base. If the EU is to acquire a 
leading role in the data economy, it has to act now and tackle, in a concerted manner, 
issues ranging from connectivity to processing and storage of data, computing power 
and cybersecurity.”

 The European data space will give businesses in the EU the possibility to build 
on the scale of the  single  market.  Common  European  rules  and  efficient  
enforcement  mechanisms  should ensure that:

DAtA  
ShArIng

1 3
2 4 Data can flow 

across sectors 
within the EU

  European  rules  
and values,  in  

particular personal  
data  protection,  

consumer  
protection 

legislation and 
competition law, 

are fully respected

 There is an open, 
but assertive 
approach to 

international data 
flows, based on 
European values

The rules for access 
to and use of data 
are fair, practical 

and clear, and 
there are clear 

and trustworthy 
data governance 
mechanisms in 

place

https://ec.europa.eu/info/sites/info/files/communication-european-strategy-data-19feb2020_en.pdf


EuropEan Commission plans to rEgulatE ai
In February, the European Commission revealed its plan to regulate AI by drafting 
new laws, including prohibiting use of AI systems for self-driving cars, medical 
devices, etc. that humans can’t interpret. The Commission envisages a framework 
for reliable Artificial Intelligence. Its aim is to mobilize resources along the entire 
value chain and to create the right incentives to accelerate deployment of AI, 
including by smaller and medium-sized enterprises. The Commission will come up 
with an “action plan” for integrating AI into public services and updating its 2018 
AI development strategy.

ArtIfIcIAl 
IntellIgence

MargreThe VesTager
ExECUTIvE vICE-PRESIDENT, A EUROPE FIT FOR ThE DIGITAl AGE

We want every citizen, every employee, every business to 
stand a fair chance to reap the benefits of digitalization, 

whether that means driving more safely or polluting 
less thanks to connected cars; or even saving lives with 
AI-driven medical imagery that allows doctors to detect 

diseases earlier than ever before.

https://ec.europa.eu/commission/presscorner/detail/en/ip_20_273


Singapore decideS to booSt cyberSecurity
In its 2020 annual budget, the Singapore government has earmarked SG$1 
billion to bolster its cybersecurity systems while simultaneously looking forward 
to embrace technologies like AI and IoT. Enhancing cyber and data security 
capabilities would enable protecting critical information along with citizens’ data. 
The amount allocated would be spent over the next three years as digitalization 
gains momentum. The government also plans to invest in deep tech startups. 

Data security is a ‘key enabler and vital prerequisite’ of Singapore’s digital 
economy. To enhance its cybersecurity capabilities, the island nation set up a Cyber 
Security Agency (CSA) in 2015 and passed the Cybersecurity Act in 2018.

DIgItAl  
InfrAStructure

heng swee KeaT
FINANCE MINISTER, SINGAPORE

Protecting Singapore remains a high priority and efforts 
to do so must be funded adequately. We must also be 
prepared to deal with cyber threats as digitalization 

becomes more pervasive.

https://www.singaporebudget.gov.sg/docs/default-source/budget_2020/download/pdf/fy2020_budget_statement.pdf


South Korea tightenS drone regiStration lawS
Starting May 2020, South Korean drone operators will have to register drones that 
weight more than 2kg. Earlier, drones that weighed less than 12kg were exempted 
from registration. The new law has been implemented due to an increase in 
the number of drone accidents. The registration process would be done online 
and testing and licensing for drones that weigh over 250grams has also become 
compulsory, which is on par with countries such as the United States, Germany, 
Australia where all drones weighing over 250 grams must be registered. 

Operator requirements for registration based on drone weight:

Drone  
lAwS

Kim Hyun-mee
MINISTER OF lAND, INFRASTRUCTURE & TRANSPORT, SOUTh KOREA

The latest road map (for UAVs) reflects the considerable growth potential of drones 
and highlights the country’s commitment to meet the needs of the industry.
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250 grams and 2 kg:  
Online test

7-25 kg:
Written and operation 
tests, and 10 hours of 

flight experience

2-7 kg: Written test 
and 6 hours of flight 

experience.

More than 25 kg:
Written test and 
20 hours of flight 

experience



https://www.bloomberg.com/news/articles/2019-05-06/five-things-you-need-to-know-to-start-your-day-jvczcy7s
https://www.digitalnewsasia.com/digital-economy/singapores-ai-governance-framework-aimed-human-centric-solutions
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